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ABSTRACT 

Owners of large dams and other water storage assets have a responsibility to ensure these 
assets are suitably maintained and monitored to ensure their safety and thereby reduce risks 
to life, the environment and surrounding property.  A key element of the asset management 
process is the monitoring of the dam and surrounding structures and hydrology, a process 
that uses instrumentation to derive lead indicators which may reveal early potential points of 
failure.  These indicators include groundwater levels and seepage rate measurements.   
Traditionally, these measurements have been determined through manually driven processes.   

This paper examines the work done utilising ‘Internet of Things’ connected sensing 
technology and digital cloud based data systems to automate the process of data gathering, 
presentation and analysis to form key elements of a digital dam asset management system.  
Automated data gathering was delivered for dam performance indicators including vibrating 
wire piezometers for groundwater level measurements and V-Notch weir levels (flows) in 
seepage systems.  These measurements were fully automated and transmitted wirelessly to the 
cloud for remote reporting and analysis.  This approach required the development of 
innovative field (edge) hardware and embedded software, IoT network integration and cloud 
data systems. 

The result is a complete example demonstrating the benefits of automatic monitoring of key 
lead safety indicators for water storages.  Data sets from the automated system have been 
shown to be more comprehensive, richer in data analysis opportunities and less prone to 
human error when compared to traditional manual methods.  The IoT based digital system 
has delivered an enhanced risk management profile for the asset owner with commensurately 
improved levels of dam asset safety assurance. 

INTRODUCTION 

Large dams and water storages are critical infrastructure assets which provide vital services to the 
community.  Reflecting the importance of these assets Queensland, NSW, Tasmania and Victoria 
have adopted state-based legislation and regulations governing their development and ongoing 
operation.  In the absence of federal legislation, the requirements vary from state to state however in 
each case they cover safety, cultural heritage, environmental and community based issues.  The 
Australian National Committee on Large Dams (ANCOLD) publishes widely accepted technical 



guidelines relating to dam safety and in most cases the State based regulators, all of whom are 
ANCOLD members, adopt these guidelines as the basis for compliance. 

There are key drivers around risk mitigation with consideration to the consequence category of the 
dam – this reflects the potential for loss of life and damage in a dam break scenario.  Improvements to 
the risk profile is delivered by dam instrumentation and measurement data that may provide early 
indication of possible faults or failures in a dam’s structure.  A robust and consistent measurement 
data stream supports the dam management framework and helps to reduce risk.  Traditionally these 
measurements are derived from geotechnical instruments and readings are obtained manually by a 
field operator during scheduled rounds of inspection.  

The author is the Principal Controls Engineer at Prospect Control, an industrial control and connected 
technology engineering business based in Victoria with utilities customers who own and operate water 
storages that fall within the regulatory framework.  In 2020, the Company was approached by one of 
these clients to investigate and develop an automated measurement system to enhance the asset 
management regime for several of the client’s large water storages.   

The measurements to be automated included data from 2 types of geotechnical instruments being 
vibrating wire piezometers, measuring groundwater levels in bores at multiple locations around the 
dams, and V-notch flow meters measuring seepage weir flow rates.  Both sets of these instruments 
were at the time of project inception being measured manually. 

The brief for the project included the following important aspects:  

 Automation of the reading of the geotechnical instruments in place at the asset. 

 Integration to client systems using an IoT (Internet of Things) communications network 
nominated by the client.  In this instance the Sigfox commercial wireless network was the 
client’s preferred choice. 

 All data transmitted was to be contextualised in the client systems in the appropriate data 
formats and engineering units eg. groundwater level RL in meters, flow rates in litres / min. 

EARLY WORK 

As a first step the project investigated the existing instrumentation and manual measurement regime 
to understand the current processes and opportunities for automation.   

Vibrating Wire Piezometers 

Vibrating Wire (VW) Piezometers are permanently installed in boreholes in the dam embankment.  
The vibrating wire instrument converts fluid pressure, in this case pore water pressure, to an electrical 
frequency signal.  A high tensile wire in contact with a sensitive diaphragm exposed to the fluid is 
electrically excited by an external device (a “reader”) and resonates at a frequency inversely 
proportional to the water pressure present.  The pressure value is converted to groundwater level 
based on gauge factors for the instrument with correction applied for variations in barometric pressure 
as the boreholes are open to atmosphere.  

The manual measurement process comprises a field operator attending each bore location on a 
monthly basis to take a manual reading of each piezometer with handheld reader.  The instrument 
reads the VW piezometer in B Units (‘Digits’) which equals the frequency ^ 2 / 1000.  The readings 
are manually recorded to a run sheet and then entered to a spreadsheet at the office which converts the 
reading to groundwater level (RL) in meters. 

 

Figure 1 – Typical Vibrating Wire Piezometer Instrument (Image from Geosense Ltd) 



V-Notch Weir Flow Meters  

The V-Notch flow weirs are installed in wells and flow meter boxes in the dam seepage system.  The 
principle of the V-Notch weir is that flow is diverted through a fixed plate via a V-Notch aperture.  
The rate of flow is determined from the height (head) of the water in the V-Notch and a mathematical 
relationship representing the characteristics of the V-Notch. 

 

 

Figure 1.  Typical V-Notch Weir Flow Meter Box  

The flow equation representing flow vs height (head) for the V-Notch is: 

 

Figure 2.  Flow Equation for V-Notch Weir (Reference : Columbia Climate School ) 

A field operator attends each V-Notch weir on a monthly basis and takes a manual measurement of 
the height (head) of the water in the v-notch.  For the seepage well installations, confined space 
requirements dictate the operator must remain above ground  hence the manual measurement is made 
via a manual ‘dip stick’ arrangement to determine the height of the water.  This is recorded to a 
manual sheet and later entered to a spreadsheet which then converts this reading to a flow in L/hour. 

The client had identified that these manual processes presented opportunities for improvement in both 
the data sampling rates and measurement integrity.   



 Frequency of data – the data is determined as a single ‘point in time’ on a monthly basis.  
This removes opportunities for trending and understanding ‘what happens’ between the 
scheduled readings. 

 Opportunities for error from manual recordings and processes.  The V-Notch dip stick 
measurement is particularly difficult to read accurately and repeatably. 

 Potential for data skew due to operator human behavioural factors and gauging repeatability 
issues. 

 Manual processes are time consuming, labour intensive and present potential safety issues 
from in-field activities. 

 Data is not, by default, integrated for analysis with other data sources including weather data. 

As a first point of call, a review of the market offer for automated reading devices determined they did 
not meet all of the client’s specific project requirements.  The limitations presented by some of the 
commercially available options included: 

 Data loggers may be used to collect data however this data is not ‘streamed’ live and still 
requires a periodic manual download of the collected information. 

 Options for communications were limited and typically employed cellular connections or 
proprietary interfaces and gateways, neither of which would integrate suitably to the client’s 
existing or preferred infrastructure.  

 A lack of mains power at the measurement sites limited the technology choice to self powered 
or solar devices. 

 The sites are distributed and numerous requiring a low impact, compact solution with modern 
IoT based communications and integration options. 

Having identified these issues it was determined that a customised solution be designed to meet this 
client’s specific set of requirements.  This solution would be ‘Internet of Things’ centric and integrate 
to the site’s established cloud infrastructure. 

THE INTERNET OF THINGS 

The Internet of Things (IoT) is a broad subject area and one that is conceptually not straightforward to 
define.  The technology firm Oracle provides in our opinion a reasonable overall description being 
“the network of physical objects – “things” – that are embedded with sensors, software and other 
technologies for the purpose of connecting and exchanging data with other devices and systems over 
the internet.”  Oracle goes further to describe the Industrial IoT, important to this project’s context, as 
“the application of IoT technology in industrial settings, especially with respect to instrumentation 
and control of sensors and devices that engage cloud technologies”. (Reference : Oracle Australia – 
What is IoT) 

To provide scope and context to the potential of the IoT for industry, the ACS (Australian Computer 
Society) report “Australia’s IoT Opportunity : Driving Future Growth” placed the estimate of 
connected devices in 2020 as reaching 50 to 200 billion devices worldwide. A potential annual benefit 
to our 5 major industries of value $A194-308 over a period of 8-18 years was identified by the ACS 
translating into average productivity improvements of around 2% p.a. across these industries. 

Connectivity options for IoT devices are considerable and include cellular, satellite and LPWAN 
(Low Powered Wide Area Networks).  Three main technologies are identified in the LPWAN space 
(Mekki, Bajic, Chaxel & Meyer, 2017) - Sigfox, LoRa and NB-IoT are noted as the leading 
communication mechanisms that are deployed for large scale IoT projects.   All three are prevalent in 
Australia in the utilities industries and many water storage and utilities operators have adopted one or 
several of these technologies in their operations. 

For this project, the Sigfox network was adopted.  This technology was chosen as the client had 
already engaged with the network provider in a commercial arrangement for connectivity and the 
gateway infrastructure is in place in the region.  The principle of Sigfox data transmission is shown in 
Figure 3. 



 

Figure 3. Sigfox Network Architecture (Image from rfwireless-world.com ) 

Devices deployed to the field communicate via RF (Radio Frequency) Link to a Base Station.  The 
Sigfox network delivers this data to the Sigfox Cloud and end-users are able to integrate this data to 
their applications to derive insights and associated operational value.  Each stage of the data 
transmission is secured for data integrity and system security. 

The Sigfox network also offered commercial advantages being low cost and the availability of proven 
and cost effective connectivity modules offered rapid integration opportunities for proprietary edge 
device development. 

EDGE TECHNOLOGY – SENSORS AND INTERFACES 

‘Edge technology’ refers to the devices and sensors in the field that measure and gather the data ready 
for transmission using the IoT network.  In this application, the edge devices comprised the 
geotechnical sensors, either existing or new, and the IoT interfaces which gather and transmit the data 
from these sensors. 

Geotechnical Sensors 

The geotechnical sensors comprise the dam embankment vibrating wire piezometers and V-Notch 
flowmeters described earlier.  The piezometers are an electrical instrument and offered immediate 
opportunity to connect to an IoT interface, the V-Notch flowmeters required additional equipment to 
facilitate connection. 

V-Notch weirs and weir-plates were existing in-place in the relief well structures.  The project 
installed new vibrating wire type level instruments to measure weir water height with high resolution 
(sub 0.1mm) which allows for trending and early identification of small increases in seepage levels.  
These level instruments were selected to be suitable for connection to an IoT interface device. 

 

Figure 4.  V-Notch Weir Level Sensor In-Place in Seepage Well 



 

IoT Interfaces 

As noted earlier, investigative work identified the requirements for a device to interface the 
geotechnical vibrating wire sensors to the site IoT network (Sigfox).  In the absence of a device being 
available ‘off the shelf’, the project initiated an innovation cycle to develop a Sigfox compatible edge 
device to interface to these sensors. 

The development process took approximately 6 months and delivered a proprietary device with the 
following key features: 

 Capable of interfacing to and reading vibrating wire instruments with frequency ranges to suit 
piezometers and weir level instruments.  Configured for 1, 4 and 8 channels (individual 
sensors) with or without sensor temperature measurement for compensation. 

 Connected to IoT networks including the client preference for Sigfox integration and 
connection to business and data visualisation systems.  Data to be sent in packet size (12 byte) 
limitations of the Sigfox transmission.  

 Self-powered with battery and small scale solar. 

 Ease of deployment and low installation cost. 

 Approved for use in Australia via the ACMA approval (Australian Communications and 
Media Authority) and carrying the RCM Mark (Regulatory Compliance Mark). 

The proof of concept prototypes were manufactured in-house with extensive field testing at the client 
site.  The successful designs, commercial name ‘dataPoint_VW’, were then finalised for production 
with a local electronics company in Melbourne and a number of units delivered to site. 

The system installation, at time of writing, comprises 6 stations for vibrating wire piezometer 
measurements (8 Channels each) for the dam embankment piezometer readings and 5 stations 
connected to V-Notch weir height sensors for flow measurement.  A  total of 70 streamed 
measurement data points is available from the IoT instrumented system across the asset. 

 

Figure 5.  dataPoint_VW : Dam Embankment Piezometers Interface 



CLOUD AND CLIENT SYSTEMS INTEGRATION 

The edge devices transmit data packets at regular intervals via the Sigfox IoT network.  The 
piezometer readings are completed 4-hourly, the V-notch weir flow measurements are read every 
thirty minutes. 

The data is collected in the Sigfox Cloud and then sent to the client systems via a REST API 
integration.  An https:// endpoint in the client’s system receives the data packet which is coded in 
hexadecimal format.  A sample data packet for the flow weir from the Sigfox cloud is shown in Figure 
6. 

 

Figure 6.  Sample Hexadecimal Coded Data Packet 

The data packet is decoded in the client system and forwarded to the clients main data visualisation 
and analytics package, OSIsoft’s PI System.  This proprietary data management platform is common 
in large industrial and utilities settings and provides an advanced feature set for data management. 

 

Figure 7.  dataPoint_VW : Seepage Well Flow Interface 

The data is contextualised within OSI PI from raw measurement data (Vibrating Instrument 
Frequency [Hz] and Sensor Temperature [deg C]) to the relevant engineering units for the instrument.  
The contextualisation takes the raw measurement and by applying scale factors, instrument calibration 
factors and the mathematical relationships derives the values in appropriate engineering units.  
Embankment piezometer data is converted to water level (RL) in meters, V-notch weir levels are 
converted to flow rates in litres/hour. 



 

Figure 8.  Cloud Based Real Time Calculations – IoT Data to Engineering Values 

Data is displayed via dashboards which accommodate real time data point displays and trends.  
Automated alerts are generated to the asset owner’s stakeholders when measurements exceed a 
prescribed value or threshold range. 

The OSI PI system serves as the data repository and analytics platform for many other data sources at 
the client site.  These data sources include micro-weather stations measuring precipitation levels at the 
storage dams.  This centralisation of data, and the addition of the automated data gathering from the 
dam sensors, allows for correlation of multiple data sets facilitating a greater understanding of the 
performance and behaviour of the dam systems under different prevailing external conditions. 

OUTCOMES AND OBSERVATIONS  

At the time of writing, the system has been operating successfully for over 6 months.  Data readings 
from the field IoT interfaces have been consistent and repeatable and regular quality assurance of the 
data has been undertaken including validation against manual in-field measurements. 

The system is now well-understood and embraced by the end-user’s stakeholders.  These stakeholders 
include the operations group responsible for the dam compliance assurance and also a wider audience 
including the client’s geotechnical engineering consultant. 

Data is delivered from the dam piezometers and seepage flow meters at a significantly more frequent 
rate compared with manual measurements and information is now available simultaneously from 
multiple locations.  This has enabled trending of measurements and analysis of data via the cloud 
based dashboards. 

Piezometer pressure data, converted to groundwater RL in metres, is trended with 4-hourly data points 
for all piezometers in a dam embankment’s borehole.  This trend (Figure 9) reveals regular change in 
the groundwater RL measurements with a pattern that is common for each of the piezometers at the 
location.  This measurement variation is attributed to atmospheric pressure changes that are sensed by 
the absolute pressure (non-vented) piezometer instruments.  This behaviour has been confirmed by 
overlaying local weather station barometric pressure measurements on the groundwater level trends 
and is a good example of the analysis tools available when multiple digital data sets are correlated in a 
cloud based system. 



 

Figure 9.  Borehole VW Piezometer Trends representing Groundwater Level 

Instrument integrity is able to be assessed based on these trends along with identification of possible 
groundwater level changes which may indicate a possible dam structure issue.  An out of specification 
reading can be automatically alerted for investigation.  A manual reading may then be taken in the 
field to understand if it is the instrument or a groundwater condition that is leading to the outlier 
measurement.  The dam management process is now enhanced from what previously comprised a 
single set of data points per month or per week, with no visibility between data points, to a consistent 
stream of automatically delivered instrument data extending across the asset. 

Report generation is able to be automated from the data sets moving focus and effort away from the 
manual processes  The OSI PI trends and data sets are able to be exported to other platforms, at the 
granular data level, and the reports circulated electronically for assessment by the dam owner and 
geotechnical support team.  Automatic calculation of the engineering values in the digital platform on 
receipt of data provides ‘real time display’ removing lag and facilitating immediate investigation if 
required. 

 

Figure 10.  Correlation of Seepage Flow to Rainfall Data – (Multiple Data Sets) 

Dam system performance is able to be assessed and further understood with reference to multiple data 
sources.  The ½ hourly flow data points from the seepage weirs is correlated and charted against the 
local rainfall data with an immediate relationship noted.  Seepage flow trends are seen to increase 



during high rainfall events, this was a situation suspected but not able to be previously proven by the 
asset owner.    This has prompted further investigative work to understand these interactions within 
the dam systems. 

Data is now made available 24/7 via the IoT system regardless of prevailing weather or other 
conditions.  Manual measurements require operator attendance to the field which have historically 
proved problematic for access under these conditions or indeed may be deemed unsafe for personnel 
during extreme weather events.  These are situations when data may be most valuable (eg. during high 
rainfall).  The digital delivery of the data via cloud based interfaces facilitates review and analysis of 
the systems during extreme conditions when higher vigilance of the asset may be required, enhanced 
further by the cloud system’s automatic threshold alerts and alarms. 

Operator safety has been improved as the requirements for continuous access to difficult locations has 
been reduced.  During site visits, an operator’s time and focus is best directed towards inspection and 
visual assessment of dam conditions as opposed to time consuming manual measurement processes.  
This further assists improvements to dam safety management and risk reduction.  Operator attendance 
to the site is still recognised as a critical aspect to the dam management system and this remains in 
place as a formal process with monthly inspection visits to the site’s key locations.  Included in these 
monthly visits are manual sensibility and calibration checks of the instrument data, it is likely the 
frequency of these may decrease with time.  

The overall assessment by the client is that the IoT and digital system has significantly augmented 
their dam management system with a commensurate step improvement to the risk profile of the asset. 

CONCLUSION 

This project was initiated by an asset owner in the water utilities segment who owns and operates a 
number of large dams and water storages in the high consequence category and has regulatory based 
responsibility for the safety and integrity of these assets.  The drivers for the project were to improve 
the risk management of the asset by automating the measurement of key instrumentation in the dam 
system including vibrating wire piezometers, measuring groundwater pressure / level and seepage 
flows in the relief well system. 

An Internet of Things and cloud based digital system has facilitated a cost effective, efficient and 
technically innovative solution with key benefits delivered.  The system comprises edge and cloud 
technology that was engineered, developed and manufactured locally utilising IoT networking and 
communications.   

The key outcome of the project is the delivery of streamed data from the asset with performance 
criteria from geotechnical instruments delivered in ‘real time’.  This data is available via cloud 
visualisation tools for on line analysis, reporting and response.   

This work has reinforced the asset owner’s established management systems with leading edge IoT 
technology with a commensurate improvement to the risk profile of the water storage assets.  The 
project has also demonstrated the opportunities readily available to all owners and operators of large 
scale dams from the technology sets available within IoT and cloud based digital systems. 
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